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Security Requires a Total View

¸ The capacity of a wooden bucket is dependent 

on the shortest piece of wood

¸ Information security requires a total view

¸ A total security solution is essential, all aspects 

of the network & system must be considered:

Ƶ Network

Ƶ Host/server

¸ PC & laptops

¸ Web server/email server/DB server

Ƶ Users

¸ Internal users

¸ External users

Ƶ Operations

Ƶ Management

¸ Policies/rules
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Security is a Relative Concept

¸ Security is a relative concept, not an absolute one. For security solutions and 

security investments, relative is acceptable. Large investments in security are 

not required.

¸ Security is dynamic; one time consideration or one time investment is not 

sufficient. We should keep a close watch on security.

ÅIs the spear sharp enough 

to pierce any shield?

ÅIs the shield strong enough 

to resist the piercing attempt 

of any spear?

ÅYou make your shield 

sharper and sharper, and I 

make my shield stronger and 

stronger.
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Focus on Management

¸ Focus should be on management as well as technology

¸ Security = 30% Technology + 70% Management

¸ Management

Ƶ Technical level

¸ Management system/software

¸ Correct configuration of your security appliances

¸ Vulnerability scanning

Ƶ Non technical level

¸ Laws 

¸ Standards & criteria

¸ Rules

¸ Policies
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Contents of Information Security

Network 

Security

System

Security

Data 

Security

Management 

Security

ÅIs you office/work building 

safe?

ÅIs your apartment safe?

ÅIs the way from your home 

to your office safe?

ÅIs the city you live in safe?

ÅWear face mask to 

prevent H1N1

ÅWear sun glasses 

and sunscreen to 

protect your skin

ÅWear more clothes to 

prevent cold

ÅDonôt talk about private 

matters in public. 

ÅHave you forgotten 

something?

ÅApoplexy or accident

ÅDonôt go out late at night

ÅCanôt access cooperate 

network without AV 

software installed.

ÅCanôt copy confidential 

data or data with 

intellectual property  out of  

company.  

ÅBorder access 

control

ÅIntrusion prevention

ÅRemote access

ÅAnti-virus

ÅPhysical security 

ÅOS security

ÅDatabase security

ÅEmail server security

ÅWeb server security

ÅMissing data

ÅData leak 

ÅStolen information

ÅDamaged data

ÅConfiguration

ÅTerminal 

management

ÅTraffic monitoring

ÅLog & audit

ÅRules & policies
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Typical Topology of an Enterprise

CE

Financial dept.

Data Center

Internet

DMZ

Work desks

SSL VPN
Web server

Email server
Operation Center

To branch 

offices


